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ABSTRACT

The Student Industrial Work Experience Scheme (SIWES) provides students with practical exposure to the working environment
and enables them to apply theoretical knowledge acquired in the classroom to real-world situations. This report presents the
knowledge and practical experience acquired during my SIWES training at [Name of Organization].

During the training, | developed practical skills in web application development using HyperText Markup Language (HTML),
Cascading Style Sheets (CSS), JavaScript, PHP, MySQL and the Laravel framework. The knowledge acquired from these
technologies was applied in the design and development of an electronic library (E-Library) management system.

The E-Library project was designed to provide a structured platform for managing publications and digital resources. The system
included functionality for user registration and authentication, publication management, searching, database relationships, file
uploading and controlled retrieval of digital resources.

Particular attention was given to cybersecurity because of the relationship between web applications and information security.
Security considerations included input validation, password protection, authentication, authorization, middleware, CSRF protection,
secure database interaction, private file storage and access control. The training therefore provided practical understanding of how
security principles can be incorporated into the development of web applications.

The SIWES programme also exposed me to software debugging, database management, problem solving and the importance of
secure software development practices. The experience strengthened my understanding of cybersecurity and web technologies and
provided practical knowledge that will contribute to my future career in cybersecurity and related information technology fields.

CHAPTER ONE
INTRODUCTION
1.1 Background of the Study

Information and communication technology has become an important part of modern society. Organizations, educational institutions,
businesses and government agencies increasingly depend on computer systems and web applications to store, process and provide
access to information.

As organizations become increasingly dependent on digital systems, the protection of information and computer resources has also
become important. Cybersecurity involves measures and practices designed to protect computer systems, networks, applications
and information from unauthorized access, misuse, modification, disruption and other security threats.

Web applications are particularly important because they allow users to interact with information and services through web
browsers. However, web applications may also contain security weaknesses when they are not properly designed. Problems such
as weak authentication, improper input validation, insecure file handling, unauthorized access and unsafe database interaction can
expose information and systems to security risks.

For a student studying Cybersecurity, understanding how applications are developed is therefore important. A cybersecurity
professional needs to understand how software works in order to identify weaknesses and help protect it.

My SIWES training provided an opportunity to develop practical knowledge in web technologies while applying cybersecurity
principles to the development of an E-Library system.



1.2 Background of SIWES

The Student Industrial Work Experience Scheme is designed to provide students with practical industrial experience related to their
academic fields. It enables students to gain exposure to professional working environments and understand how academic
knowledge is applied in practical situations.

The SIWES technical report guidelines provided by Kogi State University, Kabba require students to document their training
background, objectives, scope, organization, roles, responsibilities, tools and technologies used, challenges, solutions, summary
and recommendations.

The training therefore served as a bridge between theoretical classroom knowledge and practical application.

1.3 Background of the Training

My SIWES training focused mainly on web application development and the application of security principles to web-based systems.

During the training, | was introduced to several technologies used in the development of modern web applications. These included
HTML, CSS, JavaScript, PHP, MySQL and Laravel.

The training progressed from basic concepts to practical application. | first developed an understanding of how web pages are
structured using HTML and styled using CSS. JavaScript was introduced for client-side interaction and dynamic behaviour. PHP was

then used for server-side programming and processing.

MySQL was used for storing and managing application data, while Laravel provided a structured framework for developing the web
application.

The knowledge gained from these technologies was applied to the development of an E-Library system.
1.4 Background of Web Application Development

A web application is software that operates through web technologies and allows users to interact with information or services
through a browser.

A typical web application consists of a client side and a server side. The client side is responsible for what users see and interact
with in the browser, while the server side processes requests, performs business logic and communicates with databases.

HTML was used to structure the pages, CSS was used for presentation and JavaScript was used to provide client-side interaction.
PHP and Laravel were used for server-side development, while MySQL was used as the database management system.

Understanding these technologies also provided an important foundation for understanding application security.
1.5 Relationship Between Web Development and Cybersecurity

Web development and cybersecurity are closely related because security should be considered throughout the software
development process.

A web application can process sensitive information such as usernames, passwords, personal information and documents.
Therefore, developers must consider security when designing forms, databases, authentication systems, file storage and access

controls.

For example, a login system must verify that a user is properly authenticated before allowing access to protected resources.
Similarly, a system that allows file uploads must control the types of files that can be uploaded and determine who can access them.

The training demonstrated that cybersecurity is not only about responding to attacks. Security should also be incorporated into the
design and development of systems.

1.6 Objectives of the SIWES

The major objective of the SIWES training was to obtain practical experience in web application development and understand how
the knowledge relates to cybersecurity.



The specific objectives were to:

. Understand practical web development processes.

. Learn HTML for creating structured web pages.

. Learn CSS for designing web interfaces.

. Learn JavaScript for client-side interaction.

. Learn PHP for server-side programming.

. Learn MySQL database management.

. Understand the Laravel framework.

. Understand MVC architecture.

9. Develop an E-Library management system.

10. Understand database relationships.

11. Implement user authentication.

12. Understand authorization and access control.

13. Apply input validation.

14. Understand secure password handling.

15. Understand secure database interaction.

16. Understand private file storage and controlled retrieval.
17. Develop debugging and problem-solving skills.

18. Relate software development practices to cybersecurity.
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1.7 Scope of the Training
The scope of the training covered fundamental and intermediate web application development concepts.
The major areas covered were:

- HTML

-CSS

- JavaScript

- PHP

- MySQL

- Laravel

- Database design

- Database relationships
- Authentication

- Authorization

- Validation

- Routing

- Controllers

- Models

- Middleware

- File storage

- Private file retrieval

- Search functionality

- Debugging

- Cybersecurity considerations in web applications

The practical project used to bring these areas together was an E-Library management system.
1.8 Significance of the Training

The training was significant because it provided practical experience that cannot be acquired entirely through theoretical classroom
instruction.

It helped me understand the complete process of developing a web application, beginning from the user interface and continuing
through server-side processing and database interaction.

It also improved my understanding of cybersecurity because | was able to observe how vulnerabilities can occur at different levels of
an application.



For example, accepting unvalidated user input can create security problems, while poor access control can allow users to access
resources that they are not authorized to use.

The training therefore strengthened both my programming knowledge and cybersecurity awareness.
1.9 Organization of the Report

This report is divided into five chapters.

Chapter One introduces the training and discusses its objectives, scope and significance.

Chapter Two provides information about the organization where the training was carried out.

Chapter Three describes my roles, responsibilities, technologies used, development activities and cybersecurity practices applied
during the training.

Chapter Four discusses challenges encountered during the training and the solutions used to overcome them.

Chapter Five summarizes the experience, presents the conclusion and provides recommendations.

CHAPTER TWO

DESCRIPTION OF THE ORGANIZATION/INDUSTRY

2.1 Introduction

The SIWES training was carried out at [NAME OF ORGANIZATION], located at [LOCATION].

The organization provided an environment where | could gain practical knowledge and experience in information technology and
web application development.

2.2 History of the Organization
[INSERT THE ACTUAL HISTORY OF THE ORGANIZATION HERE.]

The organization was established to [INSERT PURPOSE] and has developed its activities around [INSERT CORE
SERVICES/ACTIVITIES].

During my training, | was attached to [DEPARTMENT/UNIT], where | participated in activities related to information technology and
web application development.

2.3 Mission and Vision

Mission

[INSERT ORGANIZATION'S OFFICIAL MISSION.]

Vision

[INSERT ORGANIZATION'S OFFICIAL VISION.]

2.4 Objectives of the Organization

The major objectives of the organization include:

1. Providing quality services to its users or clients.

2. Applying technology to improve organizational activities.

3. Maintaining efficient information management processes.
4. Providing a productive environment for technical development.



5. Supporting innovation and professional development.

The above should be adjusted to the actual objectives of the organization.

2.5 Organizational Structure

The organizational structure consists of different departments or units responsible for specific activities.
A typical representation may be presented as:

Management

!

Administrative/Operations Unit

|

Information Technology/Technical Unit

!

Web Development / Software Development

!

SIWES Students and Interns

The actual organogram of the organization should be inserted as Figure 2.1.

2.6 Departments/Units and Their Functions

The organization consists of different units responsible for different operations.
Management

The management is responsible for strategic decisions and general administration.
Administrative Unit

The administrative unit handles organizational records, communication and administrative activities.
Information Technology Unit

The IT unit handles computer systems, software, networks and technology-related activities.
Web/Software Development Unit

This unit is responsible for developing, maintaining and improving software applications.
Security-Related Activities

Security considerations may occur across several units because organizational information and computer systems need protection
against unauthorized access and misuse.

2.7 Information Technology and Web Development Activities
Information technology plays an important role in the organization's activities.

Web development can be used to create systems that provide access to information, manage records, automate processes and
improve communication.



During my training, | learned that web applications require several components to work together. The user interface communicates
with the server, while the server processes requests and communicates with the database.

2.8 Relevance of the Organization to Cybersecurity
The organization was relevant to my course because modern information systems must consider cybersecurity.
The development of web applications exposed me to several areas of cybersecurity, including:

- Authentication

- Authorization

- Data protection

- Input validation

- Secure file handling

- Access control

- Session management

- Secure database interaction

This helped me understand that cybersecurity is closely connected to software development.
2.9 Relevance of the Organization to My Course of Study

As a Cybersecurity student, the experience gained from web development is useful because cybersecurity professionals need to
understand the systems they protect.

Learning PHP and Laravel, for example, helped me understand how server-side applications process requests.
Learning MySQL helped me understand how application data is structured and stored.

Learning authentication and authorization helped me understand how systems determine whether a user should be allowed to
access a resource.

CHAPTER THREE
ROLES, RESPONSIBILITIES AND TECHNICAL EXPERIENCE
3.1 Introduction

This chapter describes the major activities performed during the SIWES training. It explains the technologies learned and how they
were applied in the development of the E-Library system.

The training involved both frontend and backend development as well as database management and security considerations.
3.2 Roles and Responsibilities
My major responsibilities during the training included:

. Learning web development technologies.

. Creating web page structures.

. Designing web interfaces.

. Writing JavaScript for client-side interaction.
. Developing server-side functionality with PHP.
. Creating and managing MySQL databases.
. Learning Laravel.

. Creating Laravel routes and controllers.

9. Working with Eloquent models.

10. Designing database relationships.

11. Implementing forms and validation.
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12. Working with authentication.
13. Managing uploaded files.
14. Imple



