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gl -\ Answer any other Th:.fo (2) qusst?uns

7 1(a) In not more than 2 sentences, state what you understang by cybercrime. ll_t;ar-kSI—_
(b) Explain briefly the concept of cybercrime from the PETSpectives of the following agencies
(1) United Nations Office on Drugs and Crime (UNODC) z [3 marks]
(ii) Council of Europe Convention on Cybercrime |3 marks]|
(111) Federal Bureau for Investigation (FBI) |3 marks]
(1v) The European Union Agency for Cybersecurit) (3 marks]

- ) & - : . o = ! ) bl 1 1
- (€) Discus briefly the three generations in the evolution of cybercrimes and give example
In each generations.

s of cyber crimes
|10 marks)

2. Use relevant examples to explain the follow ing types of crimeg

(a) Financial Cybercrimes

B marks
(b) Cyber Espionage and Information Theft 3 marks
(¢) Cyber Attacks on Critical Infrastructure 3 marks
(d) Cyber Attacks on Power Grids and Utilities 3 marks

(€) Cyber Extortion and Blackmail

3 marks
(f) Cyber Harassment and Online Abuse 3 marks
() Cyber Attacks on Individuals and loT Devices 3 marks
(h) Online Child Exploitation and Abuse 2 marks]
3(a) Explain briefly five causes of cybercrime ill‘/z marks|
V' (b) Discuss briefly five effects of cybercrime (117 marks|

aids the

(c) List any two activities
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i(a) Identify and explain the key provisions of the Cybercrimes (Prohibition, Prevention, ete.) Act, 2015.

|12 marks]
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(b) | “H[‘*I;Hfi rn‘u;ﬂ_‘* three ways h}. which the ¢ }11UILHIHL‘:~ ["“‘h””l“m* Prevention, ete.) Act, 2015,

orotection of Critical National Information Infrastructure (CIN1). |9 marks]

, prohibited by the Cybercrimes (Prohibition, Prevention, ete.) Act, 2015.

{2 marks|

S(a) ldentity and -k"x["rlli.ll {the majol g.h--111u|1'~.l]"I11I11.1L‘Hkmti functions of the EFCC with 'I'L.‘HPCL‘l lt\i_j}'t"ﬁﬂ[‘{;rimﬂ
vention and detection |7 marks)
\ Ho 10 the FEFC collaborate with other ﬁl;[lxt‘[“\inﬁh'r“\ (such as 2O\ crnment dECTICICS Llﬂfd ﬂ"lﬂ
hlic) and cool Adinates 1S ;n;lih 1t1es 1n nn[gl- 1 () .;u[ﬂl'*;’ll k‘)hL‘l'L‘l‘lI‘t‘lL‘*." l‘? lﬂi’ll‘kﬁl

5 the Interpol support member countries in the fight against cybercrime?

|8 marks)




